
Connecting to our
services
Here you can read how to connect your backend or mobile application to our sandbox, beta and
production environments.

Connecting to server-to-server APIs (fe. Sandbox)
Exposing APIs for us



Connecting to server-to-
server APIs (fe. Sandbox)
Environments
We have three environments available for our partners.

Sandbox - this is shared environment, available as demonstration. You can get access
before signing a deal with us - Contact Sales to get access.
Beta - This is environment you're going to use during integration with our services.
Production - This is live environment.

Authorization - create Your certificate
Our APIs are secured with Mutual TLS Authentication. You will need certificate signed by us in order
to connect. To get a certificate please send us an Certificate Signing Request (CSR). We will sign it
and return a valid certificate in a response.

CSR should have following structure:

For Sandbox
Example CSR generation command for Sandbox

Field Example value

Remember to replace parameters and file names with your own data.
Commas cannot be used in parameters.
Minimum key length is RSA 2048.

openssl req -new -newkey rsa:4096 -keyout companyName.key -out companyName.csr -nodes -subj 
'/C=US/ST=Florida/L=Miami/O=SomeCompany/OU=main/CN=V-SBX-companyName-
applicationName/emailAddress=example@user.com'

mailto:sales@verestro.com


Common Name (CN) V-SBX-CompanyName-ApplicationName

Company Name should be replaced with name of your
company.
Application Name should be replaced with name of
application you're developing.

Organization (O) Name of your company.

Organizational Unit (OU) main  - do not enter any other value.

Locality (L) City where your organization is located.

State/County/Region (ST) State/County where your organization is located.

Country (C) Two-letter country code where organization is located (ISO
3166-1 alpha-2).

Email Address Email to be contacted in case of forced renewal of the
change.

For Beta/Production
You will need separate certificates for Beta and Production environments, however they can be
generated in exactly the same way.

Field Example value

Common Name (CN) V-CompanyName-ApplicationName

Company Name should be replaced with name of your
company.
Application Name should be replaced with name of
application you're developing.

Organization (O) Name of your company.

Organizational Unit (OU) main  - do not enter any other value.

Locality (L) City where your organization is located.

State/County/Region (ST) State/County where your organization is located.

Country (C) Two-letter country code where organization is located (ISO
3166-1 alpha-2).

Email Address Email to be contacted in case of forced renewal.

Example CSR generation command for Beta and Production

Remember to replace parameters and file names with your own data.
Commas cannot be used in parameters.
Minimum key length is RSA 2048.



openssl req -new -newkey rsa:4096 -keyout companyName.key -out companyName.csr -nodes -subj 
'/C=US/ST=Florida/L=Miami/O=SomeCompany/OU=main/CN=V-companyName-
applicationName/emailAddress=example@user.com'



Exposing APIs for us
Securing your APIs
In some cases we may need to connect to your backend (You expose API for us). In such event our
preferred method of securing access is Mutual TLS authentication, where you accept certificates
signed by our Certificate Authority(CA). In order to make it work you'll need to:

Import our CA certificates to your trust store - they are listed below.
Communicate to us how you expect us to fill fields in certificate.

Main infrastructure
Beta Root CA certificate

Prod Root CA certificate

-----BEGIN CERTIFICATE----------END CERTIFICATE-----



Asia region
Due to on-soil regulations, Verestro has launched some of it's services on servers localized in India.
If you're using this infrastructure, use certificates listed below. If you're not sure, which certificates
to use contact your Verestro's sales representative or project manager.

Asia Beta Root CA certificate

-----BEGIN CERTIFICATE----------END CERTIFICATE-----

-----BEGIN CERTIFICATE-----Asia Prod Root CA certificate

YgNYYGYsY3gyxmCYZi8siU/WNYKVsk4AAx44LNMaHcaXki6xwv2dHDkwPpz0bxji
y4sHqtkJjaIQueGBQlz6u93OKZdhe6JUDQrTQMBb63A52RM0vvExSJXJKVB3YU4M
xtKjiU7RUcmbQevlXl9aCj0eO0DpGUp/3EzGIGqi2b5MyXc9rVkyZf1KjeZ8PW0D
AkHoST0CDMXVRESVccPu/tScYmgy4Vh7Vs73DEgwiqsTdSFJXZ4Ve5i4xAxaXbx7
IXJd
-----END CERTIFICATE-----
        

-----BEGIN CERTIFICATE----------END CERTIFICATE-----
        


