
Overview
This document provides a description of functionalities offered by Verestro Paytool. Our solution
supports various payment methods such as Google Pay™, Apple Pay, Blik and many others in the
form of the payment gateway . In addition, you can decide which payment methods should be
enabled. Simply put, you may decide that, for example, you want Verestro Paytool to provide
payment via Google Pay but payment via Apple Pay should be disabled. In such a situation, the end
user will see the Google Pay as the availabe payment method in the Verestro Paytool payment
form, but the Apple Pay payment method will not appear at all. Transaction process mainly takes
place on Verestro's side. This means that you are completely relieved of responsibility for
processing the transaction and/or performing 3D Secure authentication. The only action that the
you must do is to provide metadata of the transaction, which includes order number, description,
amount, currency and some optional parameters.

Abbreviations
In this chapter there are abbreviations and acronyms used in the document listed in below table.

Abbreviation Description

ACQ Acquiring Institution / Acquirer

ACS Access Control Server

SDK Software Development Kit

PSP Payment Service Provider

OS Operative System

Mid Merchant Identifier

PCI DSS Payment Card Industry Data Security Standard

PAN Permanent Account Number

CVC Card Verification Code

3DS 3-D Secure

Important! Note that if you require the settlement of the transaction by an Acquirer to
which Verestro is not integrated there will be required new integration between Verestro and
the new Acquirer. You should provide the specification of the new Acquirer which will allow
us to perform integration.



Terminology
This section explains a meaning of key terms and concepts used in the document.

Name Description

Customer/Merchant Institution which uses Verestro products. This institution
decides which payment method should be available in the
solution and how transaction should be processed.

End user/payer The entity which uses Paytool solution to pay for ordered
good from Customer. It is root of entity tree. End user is an
owner of the wallet/card and he decides to pay for the
purchase using Paytool solution, selecting it from the list of
payment methods available in the Customer application.

Payment service provider The entity which provides a payment services for external
Customers who do not have direct integration with
acquirers or are not PSI DSS compilent. From the
perspective of he Paytool application, Verestro is the PSP.

Card Card belongs to the user. If user intends to pay with the
Paytool solution using plain card payment method, then
has to insert required card's data to the appropriate fields
shared by the Paytool solution payment form. Card data
will not be stored in the Verestro system. They will be
provided to Acquirer.

Card payment token It is a numerical value in the form of a PAN number. It
shows a given card from Google Pay or Apple Pay wallet.
The card payment token replaces the card number and is
delivered by Google Pay/Apple Pay to Verestro if the end
user selects one of the two above mentioned payment
options. Verestro passes this value to Acquirer for the
payment to be made.

Authorization Method The way of the authentication of the Google Pay™ card
transaction. Verestro supports followed authorization
methods: PAN_ONLY  and CRYPTOGRAM_3DS  if Customer's
country belongs to the European Union. Authorization
method is always provided in the Google Pay™ encrypted
payload as authMethod  parameter.

Gateway Id Phrase/value that identifies a given Payment Service
Provider in the Google Pay™ system. The Merchant
provides gateway Id to Google Pay™ to obtain a card
payment token. By provided gateway Id, Google Pay™
encrypts the card payment token with the appropriate
public key. Verestro is defined by a gateway Id with the
value verestro  in Google Pay™ server.



Gateway Merchant Id Unique Customer identifier assigned by Verestro during
the onboarding process. This identifier is in the form of a
UUID . Verestro understands and uses this to verify that

the message was for the Customer that made the request.
Customer passes it to Google Pay™. More information
about the Gateway Merchant Id can be found in Google
Pay™ documentation.

MID Merchant identifier. This entity is represending Customer
in the Acquirer's system. Customer has to provide the mid
information to enable mid configuration in the Verestro
system. Required to process transactions and 3DS process
via Verestro system.

Bank/Issuer Card issuing institution. In the case of an e-commerce
transaction, this entity is responsible for checking whether
the cardholder's balance has the appropriate amount of
funds to perform a given transaction, determining whether
3D secure authentication is necessary or simply checking
whether the card is active.

Cardholder This is the end user who pays for his purchases using one
of the available payment options in Verestro Paytool.

PAN It is 7-16 digits of the credit/debit card number. These
digits contain the Permanent Account Number assigned by
the bank to uniquely identify the account holder. It is
necessary to provide it when end user wants to pay with a
card for purchases via Verestro Paytool solution.

CVC Card Verification Code. It is a type of security code
protecting against fraud in remote payments. CVC is
necessary to provide it when end user wants to pay with a
card for purchases via Paytool solution.

Expiration date It is a date of the card validity ending and contains two
values – month/year - for example 01/28. Card will be valid
to the last day of the month of the year showed on it. It is
necessary to provide it when end user wants to pay with a
card for purchases via Verestro Paytool solution.

3DS 3-D Secure is a method of authorization of transaction
made without the physical use of a card, used by payment
organization. The 3DS process in the Verestro Paytool
solution is performed internally in the Verestro system
which means the Customer is not responsible for end user
authentication.

PCI DSS It is a security standard used in environments where the
data of payment cardholders is processed. The standard
covers meticulous data processing control and protection
of users against violations.

https://developers.google.com/pay/api/processors/guides/implementation/understand-our-payload
https://developers.google.com/pay/api/processors/guides/implementation/understand-our-payload


Implementation models
Integration with Paytool should be performed by API call. To initiate a payment, you must request
an transaction initialization method, which in response opens a payment session with a unique
identifier. Once you have an active payment session and its identifier, you can choose one of two
available payment processing methods described in Redirect your payer and Payment process via
API chapters.

Redirect your payer
The first way is to redirect your payer to the payment webview or open this webview in iframe. This
implementation model is more comprehensive because when redirecting the payer, you only need
to provide us with transaction metadata and the payment session identifier. We are responsible for
the rest of the payment process.

You need to authenticate your merchant account providing Basic-Authorization   data in the 
transaction initialization method header.

Example request body of the transaction metadata provided by Customer

{
  "transactionId": "42be3d06-4577-4a9f-b525-2cfaba244557",
  "currencyCode": "PLN",
  "amount": 100,

Tip: It is also important to mention that you should create a server method which we will be
used to send you postback after transaction. This step is not required but we highly recommend
it as this is the way we will inform you about transaction status. We can also send e-mail
post-transaction notification to your payer. More information about transaction postbacks
are described in the Use cases and How to integrate chapters.

Tip: We highly recommend using this integration model because it is much simpler and
faster to implement. Additionally, most of the responsibility for the process is on our side.

Note: The Basic-Authorization  data will be issued to you after completing the onboarding
process.

https://bookstack.verestro.dev/books/paytool/page/how-to-integrate#bkmrk-get-transaction-deta
https://bookstack.verestro.dev/books/paytool/page/overview#bkmrk-redirect-your-payer
https://bookstack.verestro.dev/books/paytool/page/overview#bkmrk-payment-process-via-
https://bookstack.verestro.dev/books/paytool/page/overview#bkmrk-payment-process-via-
https://bookstack.verestro.dev/books/paytool/page/how-to-integrate#bkmrk-get-transaction-deta
https://bookstack.verestro.dev/books/paytool/page/how-to-integrate#bkmrk-transaction-postback
https://bookstack.verestro.dev/books/paytool/page/use-cases
https://bookstack.verestro.dev/books/paytool/page/how-to-integrate
https://bookstack.verestro.dev/books/merchant-paytool/page/onboarding
https://bookstack.verestro.dev/books/merchant-paytool/page/onboarding


  "description": "Test transaction",
  "formLanguage": "en",
  "redirectUrl": {
    "successUrl": "https://paytool.verestro.com/demo/?success=1",
    "failureUrl": "https://paytool.verestro.com/demo/?success=0"
  },
  "sender": {
    "firstName": "Yoshimoto",
    "lastName": "Imagawa",
    "address": {
      "countryCode": "PL",
      "city": "Kyoto",
      "postalCode": "12-345",
      "street": "Ichijo",
      "houseNumber": "1"
    }
  },
  "merchantUrl": "https://paytool.verestro.com/demo/",
  "orderNumber": "1"
}

Sequence diagram of the payer redirection process
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}
actor payer
participant "Customer front" as cfront
participant "Customer backend" as cback
participant "Paytool front" as pfront
participant "Paytool backend" as pback
payer->cfront: Pay with Paytool
cfront->cback: Payer choosed Paytool
cback->pback: Customer authorization + transaction metadata
pback->pback: Store transaction metadata + open payment session
cback<-pback: OK + transaction id + redirect url
cfront<-cback: OK + transaction id + redirect url
cfront->pfront: Redirect + transaction id
pfront->pback: Get transaction data + merchant payment methods
pfront<-pback: OK response
payer<-pfront: Display transaction + payment methods
@enduml

Payment process via API
The second way to continue the payment process is to integrate your application along with
payment session identifier with the rest of the API methods provided by our solution. By continuing
the process along this path, you need to call the individual payment method you want to use and
handle the threeDs authentication process if required. We are responsible for carrying out the
above-mentioned processes, but you are the entity that must request individual methods
responsible for every step of a given transaction. We are responsible for the rest of the payment
process.   In this case, you authenticate with the Basic-Authorization  data passed in the header.

Tip: We highly recommend using  Redirect your payer integration model because it is much
simpler and faster to implement. Additionally, in the  Redirect your payer integration model
most of the responsibility for the process is on our side.

Important: In this integration model we do not provide any frontend view.

Note: The Basic-Authorization  data will be issued to you after completing the onboarding
process.

https://bookstack.verestro.dev/books/paytool/page/overview#bkmrk-redirect-your-payer
https://bookstack.verestro.dev/books/paytool/page/overview#bkmrk-redirect-your-payer
https://bookstack.verestro.dev/books/merchant-paytool/page/onboarding
https://bookstack.verestro.dev/books/merchant-paytool/page/onboarding


Example request body of the transaction metadata provided by Customer

{
  "transactionId": "42be3d06-4577-4a9f-b525-2cfaba244557",
  "currencyCode": "PLN",
  "amount": 100,
  "description": "Test transaction",
  "formLanguage": "en",
  "redirectUrl": {
    "successUrl": "https://paytool.verestro.com/demo/?success=1",
    "failureUrl": "https://paytool.verestro.com/demo/?success=0"
  },
  "sender": {
    "firstName": "Yoshimoto",
    "lastName": "Imagawa",
    "address": {
      "countryCode": "PL",
      "city": "Kyoto",
      "postalCode": "12-345",
      "street": "Ichijo",
      "houseNumber": "1"
    }
  },
  "merchantUrl": "https://paytool.verestro.com/demo/",
  "orderNumber": "1"
}

Sequence diagram of the payment via API process

@startuml
skinparam ParticipantPadding 30
skinparam BoxPadding 30
skinparam noteFontColor #FFFFFF
skinparam noteBackgroundColor #1C1E3F
skinparam noteBorderColor #1C1E3F
skinparam noteBorderThickness 1
skinparam sequence {
ArrowColor #1C1E3F
ArrowFontColor #1C1E3F



ActorBorderColor #1C1E3F
ActorBackgroundColor #FFFFFF
ActorFontStyle bold
ParticipantBorderColor #1C1E3F
ParticipantBackgroundColor #1C1E3F
ParticipantFontColor #FFFFFF
ParticipantFontStyle bold
LifeLineBackgroundColor #1C1E3F
LifeLineBorderColor #1C1E3F
}
actor payer
participant "Customer front" as cfront
participant "Customer backend" as cback
participant "Paytool front" as pfront
participant "Paytool backend" as pback
payer->cfront: Pay with Paytool
cfront->cback: Payer choosed Paytool
cback->pback: Customer authorization + transaction metadata
pback->pback: Store transaction metadata + open payment session
cback<-pback: OK + transaction id
note right of cfront: At this point, the Customer decides how to present the transaction to the
payer
cback->pback: Request proper payment method / executing 3D Secure
cback<-pback: Transaction result
note right of cfront: At this point, the Customer decides how to present the transaction result to
the payer
@enduml

Application components
Application components are all Verestro's internal services which are taking part in the Paytool
processes. This chapter describes every component  of the Verestro Paytool solution along with it's
responsibility.

Verestro Paytool Server
Verestro Paytool Server is the backend component which consists of few internal services
responsible for managing cards, card payment tokens and user data, processing transactions and
3D Secure, send notification to the Customer and enduser and storing transaction history. This
component is also responsible for connection with Acquirers. Services included in the Verestro
Paytool backend can be divided into two groups:



Services that are the part of the Verestro Paytool Solution.

Services supporting the functionalities offered by Verestro Paytool Solution.

Services that are the part of the Verestro Paytool Solution

Component Description

Paytool API A service with all methods required to complete the entire
transaction process. The methods are called by Paytool
Frontend App or by your API in the right order to make the
entire payment and 3D Secure process. This service also
communicates with the Verestro Acquirer Connector,
which orders the execution of the transaction. The last and
probably the most important element for which the Paytool
API is responsible is opening a payment session and saving
the transaction entities in the Verestro system.

Services supporting the functionalities offered by the Verestro Paytool Solution

Component Description

Midas API A connector between the Verestro system and the
Acquirer's system. This service transfers transaction
requests to the Acquirers and also informs if the 3D Secure
authentication process is required.

Notification Service API A service responsible for sending notifications to end users
and Customers. Notifications to end user can be sent via e-
mail. The Customer can receive transaction postback via a
specific URL he provided.

Admin Panel API A service which is communicating with Paytool API along
with other listed services supporting Verestro Paytool
solution.  Admin Panel API provide all obtained data to the
Admin Panel Frontend allowing the Customer to perform
many actions such as displaying transaction history,
downloading transaction reports or ordering refunds. 

Warning: Implementation is work in progress...

https://bookstack.verestro.dev/books/paytool/page/how-to-integrate#bkmrk-transaction-postback


Verestro Paytool Frontend
Verestro Paytool Frontend is the frontend component consists of two internal services which are
responsible for displaying all necessary data comming from Paytool API. Verestro Paytool Frontend
can be divided into two services:

Component Description

Paytool Frontend App This is a frontend application hosted by Verestro. This is
where you redirect the user when you are using the
Redirect your payer  integration path. This service is
intended to display transaction data to the end user,
enable him to select a payment method and confirm
payment. To perform the above actions, the Paytool
Frontend App communicates directly with the Paytool API.
This service does not participate in the payment process at
all if you use the Payment process via API integration path.
Alternatively you can open Paytool in iframe.

Admin Panel Frontend Independent frontend application hosted on the Verestro
side. This website allows you to manage your account in
the Verestro system. From the Admin Panel Frontend, you
are able to:

view transaction history
generate transaction reports
configure mid/terminals
perform refunds
manage the Paytool frontend form appearance

Warning: Implementation is work in progress...

Info: This service is not obligatory. It is intended
for Customers who want to have more control over
their account in the Verestro system and want to
be able to order a reversal manually.

Allowed card networks
Listed below are the types of cards supported in transactions using Paytool application:

Card type

MASTERCARD

https://bookstack.verestro.dev/books/paytool/page/overview#bkmrk-redirect-your-payer
https://bookstack.verestro.dev/books/paytool/page/overview#bkmrk-payment-process-via-


VISA  

MAESTRO

Security
Due to the need to process card data and perform money operations, we had to create security
measures that would not allow violations of the transaction process and prevent unauthorized
entities from using the solution. In this chapter, we described the main security elements for
customers and their transactions.

The sequence diagram below illustrates the application workflow
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participant "Customer Frontend" as browser
participant "Customer Backend" as psdk
participant "Paytool Frontend" as pfront
participant "Paytool Backend" as pback
participant "Acquirer" as acq
note right of browser: User chooses "Pay with Verestro Paytool"
browser->psdk: Transaction initialization + metadata



psdk-->pback: Transaction initialization + metadata
pback->pback: Validate transaction metadata
pback->pback: Store transaction session data
pback->psdk: OK + transactionId
psdk->pfront: Redirect end user to Paytool Frontend + transactionId
pfront-->pback: Get transaction metadata + list of the supported payment options
pback-->pfront: Return transaction metadata + list of the supported payment options
pfront->pfront: Display transaction metadata + list of the supported payment options
pfront->pback: Process transaction by chosen payment option
pback->pback: Consisteny validation between current transaction data and provided when
opening the session
pback->acq: Order transaction
@enduml

Payment session
In order to start a payment in Paytool, a payment session must first be opened. Opening a payment
session involves authorizing your merchant account and sending transaction metadata to Paytool
API. Transaction metadata should be encrypted using JWE encryption standard. Based on the
obtained transaction data, validation of each data is performed and then a transaction object is
created and saved in the internal Verestro database. Thanks to authorization, the context of your
merchant account is assigned to the created transaction. Once you have created a payment
session, you will receive an identifier for this transaction. Using this identifier you will be able to
continue the payment process and we will be able to check whether there has been any
interference in the transaction data you provided and interrupt the process if necessary.

Authorization
Authorization in the Paytool application is intended to check whether the entity trying to execute
the request is authorized to do so. If you have a merchant account in the Paytool system, each of
your requests should be signed with the Basic-Authorization  data for both Redirect your payer and
Payment process via API integration paths. Using one of these data, we will check whether the
action you have taken can be implemented. We will also check whether your merchant account is
associated with a given transaction, and therefore whether it can perform any actions in the
context of this transaction, and whether such a merchant account even exists in our system.

Note: We does not store any sensitive data such as PAN or CVC in our system. The obtained
data are only required to be transferred to the Acquirer to perform transaction.

https://bookstack.verestro.dev/books/paytool/page/overview#bkmrk-redirect-your-payer
https://bookstack.verestro.dev/books/paytool/page/overview#bkmrk-payment-process-via-


Note: The Basic-Authorization Basic-Authorization data will be issued to you after completing
theonboarding process.
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